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WKH LQWHJUDWLRQ RI DQ ,QWUXVLRQ'HWHFWLRQ6\VWHP ,'6 FDQ EH VXEVWDQWLDO WR HDUO\ GHWHFWPDOLFLRXV DFWLYLWLHV DQG
SUHYHQW VHULRXV GDPDJHV WR WKH V\VWHPV $FFRUGLQJ WR WKH 1,67  DQ ,'6 LV D VRIWZDUH RU KDUGZDUH GHYLFH
SRWHQWLDOO\FDSDEOHWRLGHQWLI\DQDWWDFNDQGQRWLI\DSSURSULDWHSHUVRQQHOLPPHGLDWHO\ZKLFKKHOSWRVWRSSRVVLEOH
WKUHDWVRUDWOHDVWSUHYHQWWKHPIURPVXFFHHGLQJ
,Q WKLV SDSHU ZH SURSRVH DQ ,'6 EDVHG RQ 0RELOH $JHQW WHFKQRORJ\ 0$ WR HVWDEOLVK VHFXUH DQG UHOLDEOH
FRPPXQLFDWLRQVEHWZHHQWKH&ORXG&RPSXWLQJ3URYLGHUDQGLWVVWRUDJHVHUYHUV,WZRXOGEHSRVVLEOHWRSURGXFHQHZ
DGYDQFHG &ORXG VROXWLRQV DQG VHUYLFHV WKDW RIIHU LQWHOOLJHQW IXQFWLRQDOLWLHV WDNLQJ EHQHILW IURP WKH DXWRQRP\
LQWHOOLJHQFHSURDFWLYLW\DQGIOH[LELOLW\RIPRELOHDJHQWV 7KHVH ODWHUDUH VSHFLILF VRIWZDUHHQWLWLHVDEOH WRPRYH
IURPRQHSODWIRUPWRDQRWKHUZLWKDVHWRIDFWLRQVDQGFRPSXWDWLRQVWRSHUIRUPFRGHUHVRXUFHVWRGHSOR\GDWD
DQG D VWDWH RI H[HFXWLRQ7KH\ DUH VXLWDEOH WRROV IRU QHJRWLDWLQJXVHU DFFHVV DXWRPDWLQJ WKH UHVRXUFH DQG VHUYLFH






DVVRFLDWHG UHVXOWV%DVLQJ WKHVH WUDFHV DQG VSHFLILF FRQVWUDLQWV DVVLJQHG WR WKH DJHQW WKLV ODWHU FDQGHWHFW VHFXULW\
DQRPDOLHVE\DQDO\]LQJEHKDYLRUDODWWLWXGHVRIUHPRWHFORXGVHUYHUVHPERGLHGLQWKHLUH[HFXWLRQWUDFLQJ
7KHUHPLQGHURIWKHSDSHULVRUJDQL]HGDVWKHIROORZLQJ6HFWLRQJLYHVDEULHIVWDWHPHQWRIWKHVHFXULW\LVVXHV
IDFHGZKLOH FRPPXQLFDWLRQVEHWZHHQ WKH&ORXG3URYLGHU DQG WKH VWRUDJH VHUYHUV DQGSUHVHQWV VRPHZHOONQRZQ
UHODWHGZRUNV LQ WKLV FRQWH[W 6HFWLRQ GHVFULEHV WKH SURSRVHG&ORXG,'6ZLWK DQ RYHUYLHZRI WKHPHFKDQLVPV
HPSOR\HG ,Q6HFWLRQZHH[SRVH WKH UHVXOWVREWDLQHG WKURXJKWKHHYDOXDWLRQRIUHVSRQVH WLPHQHWZRUN ORDGDQG




UHVHDUFKHUV 7KLV LV GXH WR WKH UHVRXUFH YLUWXDOL]DWLRQ JOREDO UHSOLFDWLRQ DQG WKH SK\VLFDO DEVHQFH RI GDWD DQG
PDFKLQH ZKLFK PDNHV WKH VWRUHG GDWD DQG WKH FRPSXWDWLRQ UHVXOWV QRW IXOO\ VHFXUH QHLWKHU ZHOO PRQLWRUHG DQG
PDQDJHGE\WKHFXVWRPHUV)RUH[DPSOHDPRQJWKHHVVHQWLDOIHDWXUHVWKDW&ORXG&RPSXWLQJSURYLGHVDVGHILQHGLQ




&63 7KHVH VHUYHUV DUH FKDUJHGZLWK SURFHVVLQJ DZLGH DPRXQW RI FRPSXWDWLRQ DQG VWRUDJH VHUYLFHV HLWKHU DV
SDUDOOHORUWKUHDGHGEDWFKWDVNV:HDVVXPHDFORXGXVHU&8DEOHWRVXEPLWVWRUDJHRUFRPSXWDWLRQVHUYLFHUHTXHVWV
DW DQ\ WLPH 7KH &8 PD\ FRQVLGHU WKHVH UHTXHVWV DV VLPSOH 64/ TXHULHV EXW LQ UHDOLW\ WKH\ DUH PXFK PRUH
FRPSOLFDWHGWKDWWKH\VHHPWREH:KHQWKH&38UHFHLYHVD&8UHTXHVWLWFKDUJHVLWVDGPLQLVWUDWLRQVHUYHUWRVSUHDG
WKHUHTXHVWDPRQJLWVGLIIHUHQWFORXGVHUYHUVZKLFKDUHORFDWHGRQGLIIHUHQWJHRJUDSKLFDODUHDV
7KH LQWHUDFWLRQVEHWZHHQ WKH&8DQG WKH&38DVZHOODV WKRVHEHWZHHQ WKH&38DQG WKHFORXGVHUYHUV UDLVH
PDQ\VHFXULW\SUREOHPVDVVKRZQLQ)LJ
x $Q DGYHUVDU\ $ FRXOG FRUUXSW RQH RU PXOWLSOH FORXG VHUYHUV DQG FRQWURO WKHVH VHUYHUV WR ODXQFK YDULRXV
FKHDWLQJDWWDFNV
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0DQ\HIIRUWVKDYHEHHQGHYRWHG WR LQYHVWLJDWH WKH VHFXULW\ LVVXHRI&ORXG&RPSXWLQJ ,QGHHG VHYHUDO UHODWHG
ZRUNVLQWKHOLWHUDWXUHKDYHSURSRVHGVROXWLRQVWRWKDWFRQFHUQLQZKLFK,'6VZHUHVXSSOLHGDVYHU\LPSRUWDQWDQG
LQYDOXDEOH WRROV7RZDUGV WKLV7XSDNXODHW DO SURSRVHG&ORXG,'6EDVHGRQDYLUWXDOPDFKLQHPRQLWRU FDOOHG
K\SHUYLVRUWRSURWHFWIURPGLIIHUHQWW\SHVRIDWWDFNVLQWKHLQIUDVWUXFWXUHOD\HU,DD6+RZHYHULWKDVQRWSURYLGHG




DQ LQWHOOLJHQW IUDPHZRUN IRU FRPPXQLFDWLRQ EHWZHHQ FORXGV YLD DJHQWV  7KH SDSHU SURYLGHV DQ H[FHOOHQW
IUDPHZRUNIRUDQDJHQWIRUEULQJLQJVFDODELOLW\ LQFORXGVDQGSURYLGHVDQHIILFLHQWDOJRULWKPIRUEHWWHUDQGHDV\
FRPPXQLFDWLRQ,QWKHIUDPHZRUNHDFKFORXGUHJLVWHUVLWLVWKDWDJHQWZLWKWKH'LUHFWRU\$JHQW'$WKH'$JLYHV
DFNQRZOHGJHPHQW WR WKH FORXG DIWHU LWV UHJLVWUDWLRQ IRU IXWXUH FRUUHVSRQGHQFH 2QFH DJHQWV RI WKH FORXGV JHW
UHJLVWHUHGZLWKWKH'$WKH\VWDUWFRPPXQLFDWLRQDQGLQWHUDFWLRQZLWKHDFKRWKHU$VWKHUHLVQRVHFXULW\PHFKDQLVP
LQYROYHGLQFKHFNLQJWKHDXWKHQWLFLW\LQWHJULW\DYDLODELOLW\DQGFRQILGHQWLDOLW\RIWKHPDOLFLRXVDJHQWV7KHUHIRUH
PDOLFLRXV DJHQW FRXOG UHJLVWHU LWVHOI ZLWK WKH'$ DQG KHQFH WKH\ FRPSURPLVH WKH VHFXULW\ RI DOO WKH UHJLVWHUHG
DJHQWV'DVWMHUGL HW DO SURSRVHG DQ DSSOLFDWLRQ RIPRELOH DJHQWV LQ ,'6 WR SURYLGH IOH[LEOH VFDODEOH DQG D FRVW








WKHLUPRELOLW\ DFURVV FORXG VHUYHUV 7KXVZH QHHG WR NQRZ ILUVW KRZ DQ ,'6 FDQ EH EXLOW KRZ LW LV SUDFWLFDOO\
OD\HUHGDQGZKLFKWHFKQRORJ\OD\RXWVFRXOGEHHPSOR\HG
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HYHQWVRFFXUULQJRQ VSHFLILF DSSOLFDWLRQV DQGZKLFK DIIHFW WKHRYHUDOO SHUIRUPDQFH'HWHFWLRQZKLFK LV RFFXUUHG
WKURXJKDQDO\]LQJWKHFROOHFWHGGDWDRUWKHVWDWHGEHKDYLRUV7KHUHDUHWKUHHPDLQFDWHJRULHVRIGHWHFWLRQPHWKRGV
0LVXVHPHWKRGVZKLFK HPSOR\ WUDGLWLRQDO SDWWHUQV VXFK DV VLJQDWXUHV WR SUHGLFW DQG GHWHFW LQWUXVLRQV $QRPDO\









EH XSGDWHG0RUHRYHU PRELOH DJHQWV WDNH EHQHILW IURP WKH YLUWXDO SODWIRUPV WKDW FORXG FRPSXWLQJ SURYLGHV DV
LVRODWHGDQGVDQGER[HGDUHDWRVDIHO\H[HFXWHWKHLUFRGHV7KHDOHUWSURFHVVLQJRIRXU,'6LVEDVLFDOO\FRQVLVWLQJRIDQ
LQWHUQDODWWULEXWHRI WKHDJHQWFODVVZKHUHVXVSLFLRXVPDQLSXODWLRQVDUHVWRUHGDQGZKLFKDOORZV WKHFOXVWHULQJRI
WKHLUSHUIRUPHUV6LQFHDQDJHQWPRYHVDFURVVPXOWLSOHKRVWV LWPD\ IDFHPXOWLSOH LQWUXVLRQVZKLFKPD\ OHDG WR
PXOWLSOHDOHUWVIRUZKLFKWKH&63PXVWSUHGHILQHWKHLUDWWDFNVVFHQDULRV

3.2. Detection Mechanism 
2XUSURSRVHGGHWHFWLRQPHFKDQLVPLVEDVHGRQPRELOHDJHQWSDUDGLJPDVDQHYROYLQJQHWZRUNWHFKQRORJ\WKDW
SURYLGHVVHYHUDODGYDQWDJHVUHJDUGLQJWUDGLWLRQDORQHV7KHLUXVHPDNHWKHFRPPXQLFDWLRQZLWKWKHFORXGVHUYHUV
IRUFRPSXWDWLRQRUVWRUDJHVHUYLFHVPRUHIOH[LEOHDQGUHOLDEOHDV WKH\UHGXFHQHWZRUN WUDIILF WKURXJKPLQLPL]LQJ
WKHQXPEHURIPHVVDJHVH[FKDQJHG DV VKRZQ LQ)LJ:KHQD&63KDV WR UHVSRQG WRPXOWLSOH&8 UHTXHVWV LW
FUHDWHVRQHPRELOHDJHQWZLWKDOLVWRI,3DGGUHVVHVLWKDVWRYLVLWDQGWKHWDVNWRSHUIRUPRQHDFKRQH,WVZRUWKWR
QRWLFH WKDW WRSURYH WKH WHPSRUDOFRUUHFWQHVVRI WKHH[HFXWLRQZHQHHG WRHQVXUH WLPHV\QFKURQL]DWLRQDPRQJ WKH









DPHFKDQLVP EDVHG RQ SRVWPRUWHP DQDO\VLV RI GDWD FDOOHG7UDFHV FROOHFWHG GXULQJ WKH DJHQW H[HFXWLRQ 7KHVH


















LQYROYHG LQ WKDW VLJQDWXUH VXFK DV WKH LGHQWLW\ RI WKH DJHQW LWV VHQGHU LWV UHFHLYHU LWV DUULYDO WLPH RQ WKH FORXG





HQG WLPH 7KLV DOORZV WKH &63 WR UHFRJQL]H WKH VRXUFH RI WKH WUDFH DQG LGHQWLI\ WKH VDLG FORXG VHUYHU WKURXJK
GHFU\SWLQJLWVVLJQDWXUHE\LWVSXEOLFNH\
,QRUGHUWRHQVXUHDFKDLQLQJPHFKDQLVPDPRQJDOOWKHSURGXFHGWUDFHVWKHWUDFHWKDWKDVEHHQJHQHUDWHGRQWKH
SUHYLRXVFORXG VHUYHU LV DOVR LQYROYHG LQ WKH VLJQDWXUH 6 DQG LWVKDVK LV LQWHJUDWHG LQ WKH LQWHUQDO VLJQDWXUH WRR
7KLVFRQFHUQVRQO\FORXGVHUYHUVVWDUWLQJIURPSRVLWLRQRULQGH[L 7KXVLWEHFRPHVHDV\WRREVHUYHWKHH[HFXWLRQ
RI WKHPRELOHDJHQW WKURXJKFRPSDULQJ LWV LQLWLDO LWLQHUDU\ZLWK WKDW IROORZHGDQG WKHDFWLRQVH[HFXWHGZLWK WKRVH
UHTXHVWHG:KHQ WKH &63 UHFHLYHV ILQDO UHVXOWV IURP WKHPRELOH DJHQW LW YHULILHV DOO QHVWHG WUDFHV )RU H[DPSOH
DVVXPH WKDW LW ZDQWV WR YHULI\ WKH H[HFXWLRQ RQ WKH WKLUG FORXG VHUYHU 6,W EHJLQV E\ GHFU\SWLQJ WKH JOREDO
VLJQDWXUHXVLQJLWVVHFUHWNH\YHULILHVWKHLGHQWLWLHVRIVHQGHUDQGUHFHLYHUFKHFNVLIWKHDUULYDOWLPHFRUUHVSRQGVWR






























JLYHQ WUDFH JHQHUDWHG RQ WKH SUHYLRXV VHUYHU 7U6 LV FDOFXODWHG WKHQ FRPSDUHGZLWK WKDW IRXQG LQ WKH LQWHUQDO
VLJQDWXUHDQGZLWKWKDWSURYLGHGE\WKHVHUYHU6,IWKHVHFRPSDULVRQVPDWFKWKHQYHULILFDWLRQLVSHUIRUPHGHOVH











DQG WKH FORXG VHUYHUV DUH UHSUHVHQWHGE\YLUWXDOPDFKLQHV 90V DOORFDWHGRQSK\VLFDO KHWHURJHQHRXV KRVWVZLWK
GLIIHUHQWRSHUDWLQJV\VWHPV:LQGRZV;30DF2V8EXQWX&RUHLDW*+]DQG*RRI5$0$OOPDFKLQHV






2XU H[SHULPHQWV FRQVLVW LQ HODERUDWLQJ D FORXG DUFKLWHFWXUH FRQWDLQLQJ  GDWDFHQWHUV KRVWLQJ     DQG 
































RQH PLJUDWLRQ IURP RQH VHUYHU WR DQRWKHU WDNHV DERXW  PV 7KLV LV PRUH VXSSRUWHG ZKHQ FRQGXFWLQJ D
FRPSDULVRQ RI WLPH UHVSRQVH WR LQFUHDVLQJ QXPEHU RI UHTXHVWV EHWZHHQ XVLQJ PRELOH DJHQW DQG FOLHQWVHUYHU
7KHUHVXOWV RI WKLV FRPSDULVRQ DUH VKRZQ LQ )LJ  DQG GHPRQVWUDWH WKDW XVLQJ PRELOH DJHQWV VXFK
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7DEOH7LPHFRVWRIFU\SWRJUDSKLFWUDFHJHQHUDWLRQRQLQFUHDVLQJQXPEHURIFORXGVHUYHUV
1XPEHURI6HUYHUV     








7RWDO1XPEHURI6HUYHUV      
1XPEHURI0DOLFLRXV6HUYHUV      
0DOLFLRXV6HUYHUVGHWHFWHGE\&OLHQW6HUYHU      
0DOLFLRXV6HUYHUVGHWHFWHGE\0RELOH$JHQW      
&RQFOXVLRQ
,QWKLVSDSHUZHKDYHSURSRVHGDQRYHOLQWUXVLRQGHWHFWLRQFRQWULEXWLRQWRVHFXUHFORXGFRPSXWLQJDUFKLWHFWXUH
DJDLQVW LQVLGHU WKUHDWV 2XU ,'6 LV EDVHG RQ IOH[LEOH DQG LQWHURSHUDEOH PRELOH DJHQWV HQGRZHG ZLWK D WUDFLQJ





UHOLDQW WR WKHVDPHVHQVLEOHSDUDPHWHUV LQ WKH WUDFHVREWDLQHGWKURXJKWKH WULSRI WKHPRELOHDJHQW WRSHUIRUPWKH
WDVNVWKDWWKH&8UHTXHVWV
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